
  
 

NOTICE OF DATA SECURITY INCIDENT 
 

CODA, Inc. (“CODA”) takes the responsibility of protecting the privacy of its clients’ health information 
seriously. While CODA maintains reasonable safeguards to protect the privacy of client information, we are 
saddened to share that CODA was recently a victim of a trespassing incident that may have compromised some 
client information.  
 
When CODA learned about this incident, it immediately launched an investigation to understand how it 
affected our client community and to take steps to help prevent it from happening again. If you have questions 
or concerns, CODA is here to help. Please read more to find out what happened and what we are doing about 
it.  
 
What happened: On October 1, 2025, an unknown and unauthorized person gained access to a secure area of 
CODA’s office after-hours where staff workstations containing documents with client health information are 
present. On the morning of October 2, 2025, a CODA staff member discovered the incident when they arrived 
at work to find rummaged workstations. Specifically, the staff member saw that drawers containing documents 
were open, and some office supplies and personal belongings of staff members were thrown to the ground. 
Based on CODA’s internal investigation, it is not clear how the unauthorized person gained access to this area 
of CODA’s office. There were no signs of a break-in.  CODA believes that no property or assets were taken by 
the unauthorized person. CODA confirmed that the unauthorized person did not gain access to staff computers 
or CODA’s network or make copies of documents using CODA’s computers.  
 
What information was involved: During its investigation, CODA determined that the staff workstations 
contained the following documents with information belonging to 359 clients: prior authorization forms from 
insurance companies, accounts receivable documents showing payment history and outstanding balances, 
explanation of benefits from insurance companies, a file containing insurance claims information and a 
benefits eligibility check form. These documents contain the following types of client information: name, 
address, date of birth, insurance/member ID, service dates and information, benefits coverage information,  
diagnosis/service codes, medication information, and outstanding balance amounts.  No social security 
numbers or other financial information like bank account or credit card information was accessed.  
 
What we are doing: CODA has implemented additional security measures to protect its office and affected 
staff workstations. CODA changed locks and provided new keys to staff members. CODA updated its alarm 
system activation time to ensure it is active as soon as staff leave for the day. CODA re-trained staff members 
on its Patient Confidentiality Policy which states that all documents with client information are to be filed in 
locked cabinets when the document is not being used or at the end of each workday. CODA also reported this 
incident to law enforcement and will cooperate with them as needed. Although this incident did not affect 
staff computers or CODA’s network, as extra precaution, CODA upgraded its workstation security by 
transitioning staff from secure desktop computers to secure laptops that staff are required to take home or 
store in a locked cabinet at the end of each workday.  
 
What you can do: CODA does not have proof that the unauthorized person actually viewed or acquired client 
information, or that the unauthorized person has used or intends to use client information. That being said, 



  
clients should always be vigilant when receiving and responding to correspondence or inquiries from unknown 
sources. Clients should regularly monitor financial accounts and healthcare information for any unusual 
activity. If a client notices any unusual activity, the client should immediately notify their financial institutions 
(for example, bank or credit card provider) and healthcare providers. If you have any questions about this 
incident or concerns about the potential that your information was accessed, you may contact CODA at 
1-866-513-5767 to speak with a staff member.  
 
In addition, please carefully review the attached summary of additional steps that you can take to protect your 
personal information, which includes recommendations by the Federal Trade Commission regarding identity 
theft protection and details on how to place a fraud alert or a security freeze on a credit file. It also includes 
the contact information for the three major credit reporting agencies and suggestions for obtaining and 
reviewing a credit report.  
 
CODA is truly sorry for any distress or concern this incident may cause its clients. CODA values the privacy of its 
clients and is continuing to be vigilant and vigorous in protecting its clients’ information. CODA is here to 
support you and address any questions or concerns that you may have.  
 
 
Sincerely, 
  

 
 
 
Alison Noice  
Executive Director 
 
 
Enclosure 

 



  
 

IDENTITY THEFT PREVENTION AND PROTECTION 

 
Monitor Your Accounts and Credit Reports, and Notify Police and the FTC of Suspicious Activity:  
When you receive account statements, credit reports, and monitoring alerts, review them carefully for 
unauthorized activity. Look for accounts you did not open, unauthorized purchases, inquiries from creditors that 
you did not initiate, and personal information that you do not recognize, such as a home address or Social 
Security number. If you have concerns, call your bank, the account provider, or the credit reporting agency. If 
possible, place a security verification secret word, similar to a password, on your accounts.  
 
If you suspect any fraudulent activity or identity theft, promptly report it to local law enforcement authorities, 
your state attorney general or consumer protection agency, and/or the Federal Trade Commission. To file a 
complaint with the FTC, go to https://www.consumer.ftc.gov/features/feature-0014-identity-theft or call 
1-877-ID-THEFT (877-438-4338). Request copies of any police or investigation reports created, as you might 
need to provide this information to credit reporting agencies or to supposed creditors to clear up your records. 
 
Obtain Free Credit Reports: Even if you do not find any signs of fraud on your reports, you should check your 
credit report regularly. There are three main credit reporting agencies: Equifax, Experian, and TransUnion. 
Their contact information, along with contact information for the FTC are on the reverse side. Each credit 
reporting agency must provide you annually with a free credit report, at your request made to a single, 
centralized source for the reports, AnnualCreditReport.com. You are not required to order all three reports at 
the same time; instead, you may rotate your requests so that you can review your credit report on a regular 
basis. In addition, many states have laws that require the credit reporting agencies to provide you with a copy 
of your credit report, free of charge, whether or not you suspect any unauthorized activity on your account.   
 
Free Services by Credit Reporting Agencies:  Each credit reporting agency offers additional free services to 
help you protect your credit.  TransUnion at www.transunion.com permits you to sign up for TransUnion Credit 
Essentials (Free) and Credit Premium (Paid)  which is a service that allows you to examine your TransUnion 
credit file and place a “credit freeze” which prevents others from opening up credit in your name.  Experian at 
www.experian.com provides you with a free credit report and notifications when you select “Let’s get started” 
under “Get your free credit report and FICO score.”  Equifax at www.equifax.com permits you to sign up for 
“Lock & Alert" which also allows you to place a credit lock.  
 
Fraud Alert: You may ask the credit reporting agencies to place "fraud alerts" in your file to let potential 
creditors and others know that you may be a victim of identity theft. A fraud alert can make it more difficult for 
someone to get credit in your name because it tells creditors to follow certain procedures to protect you. It also 
may delay your ability to obtain credit. You may place a fraud alert in your file by calling just one of the three 
credit reporting agencies. As soon as that agency processes your fraud alert, it is supposed to notify the other 
two, which then also must place fraud alerts in your file. An initial fraud alert stays in your file for at least 90 
days. An extended alert stays in your file for seven years. To place either of these alerts, a credit reporting 
agency will require you to provide appropriate proof of your identity, which may include your Social Security 
number. If you ask for an extended alert, you will have to provide an identity theft report. An identity theft report 
includes a copy of a report you have filed with a federal, state, or local law enforcement agency. 
 
Security Freeze: You also have the right to place a security freeze on your credit report at any of the three main 
credit reporting agencies. A security freeze is intended to prevent credit, loans and services from being 
approved in your name without your consent. To place a security freeze on your credit report, you may be able 
to use an online process, an automated telephone line, or a written request. If you choose to send a request to 

https://www.consumer.ftc.gov/features/feature-0014-identity-theft
http://www.transunion.com
http://www.experian.com
http://www.equifax.com


  
a consumer reporting agency by certified mail, overnight mail, or regular stamped mail, the following 
information must be included when requesting a security freeze: (1) full name, with middle initial and any 
suffixes; (2) Social Security number; (3) date of birth; (4) current address and any previous addresses for the 
past five years; and (5) any applicable incident report or complaint with a law enforcement agency. The request 
must also include a copy of a government-issued identification card and a copy of a recent utility bill or bank or 
insurance statement. It is essential that each copy be legible, and displays your name, current mailing address, 
and the date of issue. The main three credit reporting agencies provide details about their security freeze 
services and state requirements at the following links: 
 

●​ Experian:​ www.experian.com/blogs/ask-experian/credit-education/preventing-fraud/security-freeze/ 
●​ Equifax:​ www.equifax.com/personal/help/security-freeze/  
●​ TransUnion:​https://www.transunion.com/v/credit-freeze  

 
Internal Revenue Service:  Tax-related identity theft is when someone uses your Social Security number to file 
a false tax return claiming a fraudulent refund.  If you received IRS correspondence indicating you may be a 
victim of tax-related identity theft or your e-file tax return was rejected as a duplicate, do the following: 
 

●​ Submit an IRS Form 14039, Identity Theft Affidavit, to the IRS; 
●​ Continue to file your tax return, even if you must do so by paper, and attach the Form 14039; and 
●​ Watch for any follow-up correspondence from the IRS and respond quickly. 

 
The fillable IRS Form 14039 is available at IRS.gov. Follow the instructions exactly. You can fax or mail it or 
submit it with your paper tax return if you have been prevented from filing because someone else has already 
filed a return using your SSN. You only need to file it once.  Do not respond to threats made over the phone or 
via email that the IRS will take action against you.  The IRS will communicate with you in writing. 
 
Financial Accounts, Oral Passwords and 2FA:  If financial accounts are affected, contact the institution and ask 
them about steps you may take to further protect your account.  Financial institutions will often permit you to 
place an oral password on your account or enable multifactor authentication to your online account.  
 
Contact Information for the FTC and Credit Reporting Agencies: If you suspect fraudulent activity on any of 
your financial accounts (savings, checking, credit card) or identity theft, you are encouraged to report your 
concerns to your financial institutions and the relevant agencies below. 
 

Federal Trade Commission 
Consumer Response Center 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 
1-877-IDTHEFT (438-4338) 
www.ftc.gov/bcp/edu/microsites/idtheft/  

AnnualCreditReport.com 
Annual Credit Report 
Request Service 
P.O. Box 105281 
Atlanta, GA 30348-5281 
www.annualcreditreport.com  

 
Equifax 
P.O. Box 740241 
Atlanta, GA 30374 
1-800-685-1111 
www.equifax.com  

Experian 
P.O. Box 2104 
Allen, TX 75013 
1-888-397-3742 
www.experian.com  

TransUnion 
P.O. Box 2000 
Chester, PA 19022 
1-800-888-4213 
www.transunion.com 
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